QQ for check Point

Continuous Vulnerability Assessment and
Monitoring for Check Point Firewalls
Protect Your Corporate Data Through
Proactive Firewall Monitoring

As the gatekeeper between corporate data
assets and the external world, firewalls are the
critical line of defense against network
intruders, whose increasingly sophisticated
and indiscriminate break-ins render every
Internet-connected network a target. And
vulnerabilities can be inadvertently introduced
by administrators when they execute firewall
policy changes, causing the network to
become vulnerable to intrusions from hackers,
worms or trojans. The only solution is to
proactively conduct network vulnerability
surveillance as part of the

firewall policy update process.

Eliminate Vulnerabilities With the First
OPSEC-Certified Security

Assessment Service for VPN-1/FireWall-1
QQ for Check Point is the first Web-based
Managed Vulnerability Assessment service
integrated with the OPSEC Framework that
continuously  audits Check  Point
VPN-1/FireWall-1 in real time.
The service monitors the Check Point
Enterprise Management Console or Provider-1
to determine when policy

changes occur to enforcement points. When a
firewall policy change is detected, the service
identifies

which hosts/IP ranges the firewall protects,
analyzes them, and produces near-instant
feedback on how the

newly-deployed policy looks to the outside
world. Email notification is sent to the firewall
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administrator with a
link to a complete HTML graphical report,
and log entries with an assessment summary
can be viewed via the

Check Point Log Viewer.

Track Changes Across Your Entire Network
and Perform Trend Analysis

The easiest to administer Managed
Vulnerability Assessment platform, QQ for
Check Point delivers a

new level of control over the impact of
firewall modifications:

B Monitors policy changes automatically via
OPSEC interfaces and initiates vulnerability
assessments of the

affected enforcement points.

B Validates adherence of new policies to
baseline security procedures and pinpoints
network vulnerabilities,

delivering a clear understanding of risk
exposure after each firewall policy change.

| Presents summary results in an
easy-to-read HTML format with

notification to one or more firewall

email

administrators. Via the Check Point Log
Viewer, summary entries can be reviewed for
each assessment as well,

so there are no new administrative interfaces
to learn.

B Compiles an ongoing record of network
security history to produce trend analysis.

B References the most comprehensive,
constantly updated KnowledgeBase
containing thousands of vulnerability
signatures covering over 300 applications on
more than 20 different platforms.

1. Monitor

The QQ Firewall Plug-In is a Managed
Vulnerability Assessment agent that operates
alongside the Check Point

Enterprise Management Console or Provider-1
in a customer‘s network. Any firewall policy
change made in the Policy

Editor and installed upon an enforcement

TEREAN I 28705 B N BR B 4L, R TT a4y
By

A S 5 B TR VP A A P 6 s RS
T A, Check Point TH QQ FR%in] IHHLHT
JER IR 71, F DA Bl K BE A 5
XoF IR 28 T 3 FR) 576 W«

B OPSEC (M T&) #1
H 20 A SRS AR By, ) 52 5% M 1 SI it A
JA ST VEAL o

BRI E T e R R A
PORARE, A2, JFERRR B
KGN AR BN R IR, TR
B AR 2 i 1Y) 22 i AU o

B DY PR HTML #2CREEprAhG 45
B IR A e ORI B — ANk
AP KR T, i Check
Point HEEEL, M/ LiAE &
VPRI R gh 4 H, Bk, A2 215
(R B ST

W SEN GRS e A e, AR K
R T

B ESENEEE (KnowledgeBase)
WA, 55 T AFE 200 Z AR
20 2GR A BIECL T 1)U
TRREALE .

Check Point % H QQ M5 v LAFEAIL N HL . 7

By e, FMERNEMRSS . %R DL E I

i 1) () B A & Check Point AV #1574 B}

Provider-1, PA&RILTKRNSGAZZ), FHIKiAZ 5] 5%

M) 380 (A St A, ANTTTIE S QQ $HAT I 4% 22 4

PR QQ 5 i Sems R —AN IP Mk (1 v

il 2 5 Je T (0 45 BT 0 LG, SR = ARl

IR RTT 245 BT

1. B
QQ Bl KBS AL —Fh I I VAL 45 HEAR
L, e LS & FZ ] Check Point



point automatically triggers a QQ audit.
Running on Microsoft

Windows NT and 2000 systems, the QQ
Firewall Plug-In is a Windows Service that
starts automatically at boot

time. If the management console is installed
on a Solaris or Linux system, then the agent
will reside nearby on a

Windows-based system.

2. Analyze

The QQ Firewall Policy Analysis Process is
initiated remotely by the QQ Firewall Plug-In
to evaluate

the security implications of a firewall policy
change to one or more enforcement points.
When the Plug-In detects an

installed policy change, it communicates with
QQ Guard and the Firewall Policy Analysis
Process. QQ

launches a vulnerability assessment for the
updated enforcement points and their
protected hosts, and the Firewall

Policy Analysis Process evaluates the results,
comparing them to previous results for trend
analysis. With its recursive

information gathering and testing processes,
QQ Inference-Based Engine is faster and more
accurate than any other

assessment test method.

3. Report

The QQTML-based differential
provides

report
complete scan results in an
easy-to-read format. When a
QQ assessment is
VPN-1/FireWall-1 administrators are notified
via email with summary information

and a link to the full HTML report. Reports

are designed to produce trend analysis for

complete,

each scanned IP address by vulnerability
status, severity, and category. The series of
graphics, selected indicators, and vulnerability
statuses highlight the evolution of network
if the

network is “more secure” or “less secure.”

security through time, indicating
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4. Remedy
The QQ

countermeasures, patches, and workarounds

service recommends verified
for each detected
experts in QQ’

Vulnerability Laboratory test and wvalidate

vulnerability.  Security
remedies and provide time-to-fix
estimates for vulnerabilities that can be
resolved. QQ customers can verify and
document corrected vulnerabilities
upon the next QQ scan. For customers that
prefer to outsource vulnerability resolution or
require supplemental

resources, QQ has a worldwide network
of partners qualified to provide professional

services on-site.
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